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CLAIMS 

1 . A system for\remote management of manageable resources distributed across 
multiple application frosts comprising: 

an application manager in a first application host; 

a master agent in^a second application host; and, 

a plurality of mini-agents in remote application hosts separate from said first and 
second application hosts; \^ 

said master agent receiving from said application manager a management 
command to perform at least one management operation directed to at least one 
>manageable resource; \ 
/ said master agent communicating said management command to a mini-agent in 
' a remote application host containingvsaid at least one manageable resource; 

said mini-agent commanding said at least one manageable resource to perform 
said at least one management operation responsive to receiving said management 
command from said master agent. 



2. The system of claim 1 , wherein said first application host is a Java Virtual 
Machine ("JVM"). 

3. The system of claim 1 , wherein said remo\^application hosts include JVMs. 

4. The system of claim 3, wherein said remote application hosts further include 
non-Java environments. 



5. The system of claim 1 , wherein said master agentVomprises a Java 
Management Extension ("JMX") communications connectoryfor communicating with 
said application manager and said mini-agents. 
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6. The system of claim 1 , wherein said master agent compnses: 

a JMX communications protocol adaptor for providing a protocol-adapted view of 
said master agent to sahd application manager. 



7. The system of clainrrS, wherein said JMX communications connector comprises 
a Java Remote Method Invocation communications interface. 



8. The system of claim 1 , wherein each manageable resource has a managed bean 
("MBean") interface. 



The system of claim 8, wherein each said mini-agent comprises an MBean 
server exposing said MBeans to said master agent application through a JMX 
communications connector. 



10. A method of remotely managing manageable resources distributed across 
multiple application hosts comprising: \^ 

in a master agent in a first application host, receiving from an application 
manager in a second application host a management command for performing a 
management operation directed to a manageable resource in a remote application host 
having a mini-agent; \ 

communicating said management command to said mini-agent in said remote 
application host; and, 

in said mini-agent, performing said management operation on said manageable 
resource by accessing an exposed member of said\panageable resource according to 
said management operation. 

1 1 . The method of claim 1 0, wherein said step of communicating said management 
command to said mini-agent comprises: 
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accessing said taini-agent through a JMX communications connector. 

12. The method of claim \1 , wherein said step of accessing said mini-agent 
comprises: 

accessing said mini-agerit through an RMI communications interface. 

13. The method of claim 10, wherein said step of performing said management 
operation comprises: \ 

accessing a member of the manageable resource through a management 
nterface to said manageable resourceWcording to said management operation. 



The method of claim 13, wherein said management interface is a managed bean 
("MBean") registered in an MBean server in said mini-agent. 



15. The method of claim 14, wherein said step of accessing said method comprises: 
accessing a member of the manageable^ resource exposed to said mini-agent by 
said MBean through said MBean server according to said management operation. - 



16. A method for configuring a system for remote management of manageable 
resources distributed across multiple remote application hosts comprising: 

starting a master agent in a first application host; 

starting a plurality of mini-agents in a plurality of corresponding remote 
application hosts separate from said first application host, each corresponding remote 
application host containing one of said plurality of mini-a\jents; 

communicatively linking each mini-agent to said m^ter agent; and, 

registering manageable resources in each remote application host with a 
corresponding mini-agent, 

whereby the distributed manageable resources can be Yemotely managed by an 
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11 application manager in an application host remote from said remote application hosts 

12 containing the manageable resources. 

1 17. The method of claim 16, wherein said first application host is a Java Virtual 

2 Machine ("JVM"). \ 

i 18. The method of claim 16, wherein the remote application hosts include JVMs. 

1 19. The method of claim 18,\herein the remote application hosts further include 

2\ \ non-Java environments. \ 

□ 4o. The method of claim 16, further comprising: 

■ p? \ 

^2 providing a managed bean ("MBean") interface to the manageable resources 

t3 through which selected members of the manageable resources can be accessed. 

L1 1 21 . The method of claim 20, wherein said step of starting a plurality of mini-agents ... 

^2 comprises: \^ 

CO 3 starting a managed bean ("MBean") server in each of said plurality of mini- 

i:Q4 agents, said MBean server exposing MBeans in said corresponding remote application 

}i 5 hosts. \ 

1 22. The method of claim 21 , wherein said registering step comprises: 

2 registering said MBeans with said MBean Server. 

1 23. The method of claim 16, wherein said step oAcommunicatively linking each mini- 

2 agent to said master agent comprises: \ 

3 creating RMI connector servers in said master agent and each said mini-agent; 

4 and, \ 

QBWPBM64581.1 22 \ 



6169-170 

creating RMiconnector clients in said master agent and each said mini-agent; 
said master agent communicating with said mini-agents and said mini-agents 
communicating with saicl master agent through RMI interfaces created by said RMI 
connector servers and said RMI connector clients. 



24. A system for remote management of manageable resources distributed across 
remote application hosts comprismg: 

a master agent in a first application host for receiving from an application 
manager in a second application h^st management commands to perform management 
operations directed to selected manageable resources; and, 

a plurality of mini-agents in the demote application hosts, each remote application 
host containing only one mini-agent; 

said master agent communicating s x aid received management commands to said 
mini-agents in the remote application hosts^ 

said mini-agents communicating said received management commands to said 
selected manageable resources. 



25. The system of claim 24, wherein said first application host is a Java Virtual 
Machine ("JVM"). 

26. The system of claim 24, wherein the remote application hosts comprise JVMs. 

27. The system of claim 26, wherein the remote application hosts further comprise 
non-Java environments. 

28. The system of claim 24, wherein said master agent comprises a Java 
Management Extension ("JMX") communications connector foi\communicating with 
said mini-agents in the remote application hosts. 
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29. The system of claim 24, wherein said master agent comprises: 

a JMX communications connector for providing a view of said master agent to a 

JMX-compliant application manager; and, 

a JMX communications protocol adaptor for providing a protocol-adapted view of 

said master agent to an application manager residing in a non-JVM environment. 



30. The system of claim 28\wherein said JMX communications connector comprises 
a Java Remote Method Invocatio^RMI") communications interface. 

31 . The system of claim 24, wherein the manageable resources have a managed 
r bean ("MBean") interface. 

32. The system of claim 31 , wherein e^ch mini-agent in a corresponding remote 
application host comprises a managed beai^server ("MBean Server") for exposing 
MBeans contained in said corresponding remote application host to said master agent 
through a JMX communications connector. 

33. A machine readable storage, having storecl thereon a computer program for 
remotely managing manageable resources distributed across multiple application hosts, 
said computer program having a plurality of code sections executable by a machine for 
causing the machine to perform the steps of: 

in a master agent in a first application host, receiving from an application 
manager in a second application host a management command for performing a 
management operation directed to a manageable resource in a remote application host 
having a mini-agent; \ 

communicating said management command to said nmni-agent in said remote 
application host; and, \ 

in said mini-agent, performing said management operation on said manageable 
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resource by Accessing an exposed member of said manageable resource according to 
said managemei^t operation. 

34. The machine readable storage of claim 33, wherein said step of communicating 
said management command to said mini-agent comprises: 

. accessing said minPagent through a JMX communications connector. 

35. The machine readabtesWage of claim 34, wherein said step of accessing said 
mini-agent comprises: \^ 

accessing said mini-agent through an RMI communications interface. 

^ ^5. The machine readable storage ofvdaim 33, wherein said step of performing said 
management operation comprises: \ 

'Accessing a member of said manageable resource through a management 
interface to said manageable resource according to said management operation. 



37. The machine readable storage of claim 36, wherein said management interface 
is a managed bean ("MBean") registered in an MBean server in said mini-agent. 



38. The machine readable storage of claim 37, wherein said step of accessing said 
method comprises: 

accessing a member of the manageable resource exposed to said mini-agent by 
said MBean through said MBean server according to sard management operation. 



39. A machine readable storage, having stored thereon b computer program for 
configuring a system for remote management of manageable resources distributed 
across multiple remote application hosts, said computer program having a plurality of 
code sections executable by a machine for causing the machine to perform the steps 
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5 of: \ 

6 starting a mabter agent in a first application host; 

7 starting a plurality of mini-agents in a plurality of corresponding remote 

8 application hosts separatte from said first application host, each corresponding remote 

9 application host containing one of said plurality of mini-agents; 

10 communicatively linking\^ach mini-agent to said master agent; and, 

n registering manageable resources in each remote application host with a 

12 corresponding mini-agent, 

13 whereby the distributed manageable resources can be remotely managed by an 

14 application manager in an application host remote from said remote application hosts 



ntaining the manageable resources. 



;;ni 40. The machine readable storage of claim 39, wherein said first application host is a 

% Java Virtual Machine ("JVM"). 

Mm 41 . The machine readable storage of claim 39\wherein the remote application hosts 

□2 include JVMs. 

Km 42. The machine readable storage of claim 41 , wh^ein the remote application hosts 

R2 further include non-Java environments. 



1 43. The machine readable storage of claim 39, further comprising: 

2 providing a managed bean ("MBean") interface to theVnanageable resources 

3 through which selected members of the manageable resources can be accessed. 



1 44. The machine readable storage of claim 43, wherein said step of starting a 

2 plurality of mini-agents comprises: \ 

3 starting a managed bean ("MBean") server in each of said plurality of mini- 
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server exposing MBeans in said corresponding remote application 



agents, said 
hosts. 



45. The machine readable storage of claim 44, wherein said registering step 
comprises: \^ 

registering said MBeans with said MBean server. 



> 

[lin 



The machine readable storage of claim 39, wherein said step of communicatively 
(linking each mini-agent to said mastek agent comprises: 

creating RMI connector servers in said master agent and each said mini-agent; 



and, 

creating RMI connector clients in saicKmaster agent and each said mini-agent; 

said master agent communicating with said mini-agents and said mini-agents 
communicating with said master agent through RMI interfaces created by said RMI 
connector servers and said RMI connector clients. 
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